As a Branch Lead for FSW Sustaining Engineering, I recently completed a review of the Branch's state of readiness to provide sustaining engineering of the MLA FSW.  This review was conducted largely from interviewing Dan Berry and receiving his good inputs in completing our Branch's FSW Readiness Checklist document. What follows are some highlights of concerns that if not resolved, will certainly increase the risk that a sustaining engineering task would be drastically hindered or unattainable.

- FSW Tools and Related Processes.  Many software tools are needed and are as yet undeveloped that will provide the necessary interface of products and communication between the FSW Testbed, APL, the science team facility, and the control center.  Also, there are some tools that have been developed in python under the GSEOS that must be documented in the GSEOS User's/Maintenance Guide.  The support tools for generating memory and table loads and other data manipulation tools are very scarce.  In fact, the processes that govern these activities must first be formulated, out of which the tools needed for these processes may be gleaned and then developed.  Some specific related concerns, especially given MLA's unique characteristics, include:

  - A documented and tested methodology is needed for performing memory operations on MLA.

  - A better way is needed for preparing table loads.

  - A better way is needed for copying RAM tables to EEPROM.

  - With no on-board telemetry monitor or limits check task, an approach, perhaps using on-board scripts, needs to be developed for this purpose.  (I understand that having a TSM was not a FSW requirement, but functionally it can be overwhelmingly useful, risk-mitigating, and cost-effective to have it on-board).  Monitoring and action needs could be identified and specific scripts developed and tested to meet these needs.

  - A method for taking an APL dump and comparing to a master must be developed.

  - A method for taking an APL dump and load into the FSW Testbed may need to be developed.

  - A basic set of compare, extract, and convert tools must be developed.

- An Operations Agreement (OA) would need to be developed.  The contents of this document include the identification of FSW-related responsibilities for all parties (FSW team, flight operations, science team, APL, etc) and all products, formats, and naming conventions that are passed between groups.  Maintenance ownership and authority of on-board tables, commands, loads, scripts, etc are also identified and processes for changing and maintaining any such FSW structures are specified.  The configuration control mechanism and process is also detailed in the OA (including the  FSW configuration control board membership, responsibilities, and the life cycle process for FSW configuration change requests and all other FSW work requests).

- There is no process in place to verify and ensure that the MLA project database and the Messenger project database are each correct and stay in synchronization with each other.  There is no formal or written way to provide updates to APL.

- During the FSW development process, there were DRs that were rejected or postponed.  In some cases these actions resulted in FSW features that do not operate in intuitive ways.  Clearly, these will have to be learned by the MLA Sustaining Engineering team and therefore should be documented now by cognizant parties. Additionally, overall knowledge of the FSW must be maintained and/or restored as new engineers are brought on to perform the FSW maintenance.

- There is no User's Guide for the simulator and no FSW Configuration Management plan.

- A FSW Configuration Control Board (CCB) would need to be established.

- There is no existing agreement for anyone to provide post-launch maintenance of the FSW.  A draft MOA was developed, and would need to be agreed upon, including a planned budget and manpower plan.

- By having a FSW sustaining engineering capability, "right arm" support for the operations team could be provided to answer FSW-related questions, provide Testbed usage support, develop on-board tests/scenarios, new table loads or other approved FSW changes, etc.

For what it is worth, and from my two dozen years of experience in providing technical and managerial FSW sustaining engineering support for over 20 missions, I believe that it is very short-sighted to move forward from here without a plan for FSW sustaining engineering support for MLA.  I have seen over and over again that the cost-to-benefit ratio and the risk-mitigating, mission success-ensuring effects of FSW sustaining engineering clearly indicate that a plan should be immediately put into place.  Please let me know if I can be of further assistance to you. - Michael
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The following is a synopsis of Mike Oben’s recommendations and risks as understood by Ron Zellar with Ron’s comments in Blue.
Recommendations:

1. Document GSE/OS python based tools in a GSEOS User's/Maintenance Guide.

2. Formulate processes for generating memory / table loads. (One seems to exist already or we couldn’t load software to the instrument at APL.  What else is required?)
3. Identify and develop tools for memory operations. (Clearly some already exist.  Specifically what tools are missing?)
4. Identify and create scripts to assist with TLM monitoring.

5. Create a tool to compare an MLA memory dump (from EPIC) to a master FSW image.

6. Create the tools to convert an MLA memory dump (from EPIC) to an image that can be loaded to the FSW testbed

7. Create tools to compare memory regions, extract memory regions, and convert memory formats (Is this redundant to the above?)
8. Document the responsibilities of the flight software team, flight operations, science team and any related parties in an Operations Agreement

9. Define a process and create the tools necessary for converting and comparing the operational command and telemetry database to the flight software testbed database (and vice versa).

10. Re-locate development Discrepancy Reports to the long-term sustaining engineering DR system.

11. Create a flight software test bed Simulator User’s Guide

12. Create a flight software Configuration Management Plan

13. Create a flight software Configuration Control Board

14. Develop and document a plan to provide post-launch maintenance of the flight software.  Include a budget and manpower plan.

Risks:

	
	Risk
	Result
	Impact
	Likelihood
	Conse-quence

	1
	Memory tools and processes are not generated with the support of the software development team
	Inadequate tool base to troubleshoot and rectify on-orbit anomalies
	Degradation of science mission (depending on nature of anomaly)
	High
	High

	2
	Operations Agreement is undocumented and / or post-launch maintenance is undocumented
	Ineffective and inefficient support of MLA operations during cruise / mission
	Degradation of science mission.

Increase in support costs
	High
	Moderate

	3
	GSE/OS User’s Guide, Test Bed Simulator User’s Guide, and / or Configuration Management Plan are undocumented
	Sustaining Engineering team will require additional time to familiarize themselves with flight software testbed 
	Increase in support costs
	High
	Moderate

	4
	On-board flight scripts for TLM monitoring are not created
	Inadequate tool base to troubleshoot and rectify on-orbit anomalies
	Degradation of science mission (depending on nature of anomaly)
	High
	High

	5
	Process and tools for comparison / conversion between the operations C&T database and the flight software testbed database are not created
	Should new software be needed onboard that requires TLM changes (for anomaly investigation, etc.),  validation of flight products will be problematic
	Degradation of science mission.

Increase in support costs
	High
	Moderate

	6
	Development DR’s are not moved to a long-term problem tracking system
	Important design decisions, accepted software peculiarities and deferred anomalies will be difficult to access
	Increase in support costs
	High
	Moderate

	7
	A flight software Configuration Control Board is not formed
	Changes to software may be uncontrolled
	Degradation or loss of science mission.

Increase in support costs
	High
	High


